ITpunoxxenne N 1

HAMSATKA

OB NTH®OPMAILIMOHHOM BE3OITACHOCTH AETEU
HEJIb34
1. Bcem monpsig cooOmiaTh CBOIO YacTHYIO HH(OpMaluio (HACTOSIIUE HMS,
dbammmmio, TenedoH, aapec, HOMEp IIKOJIbI, a Takxke (ororpaduu cBOH, CBOEH
CEMBH U JIpy3ei);
2. OTkpbIBaTh BJIOKEHHbIE (AMIIBI 3JIEKTPOHHOM TOYTHI, KOTJla HE 3HaelIb
OTHPABUTEIIS;
3. I'pyOuts, mpuauparbcs, OKa3blBaTh AABICHUE - BECTH ce€0s HEBEXIWBO U
arpecCuBHO;
4. He pacnopsixaiicst 1eHbraMu TBOEW ceMbU 0€3 pa3pelieHus] CTapUInX - BCEr/a
CIIpallIMBai POAUTENEH;
5. He Bcrpeuatica ¢ IHTepHET-3HAKOMBIMHA B PEATBHOM KU3HU - ITOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSEILIb.
OCTOPOXHO
1. He Bce numyt npaBay. Yuraems o cedbe HempaBay B MHTepHeTe - coobuu 00
3TOM CBOHMM POJHMTEISIM UJIU OIIEKYHAM;
2. IlpurnamaroT NHepenuchiBaThCs, UrpaTb, OOMEHUBATHCA - IMPOBEPbH, HET JIH
II0/IBOXa;
3. HezakonHoe konupoBaHue (¢ainos B UHTepHETE - BOPOBCTBO;
4. Bcerna paccka3biBail B3pOCIIbIM O MpodJieMax B CETH - OHM BCET/ia HOMOTYT;
5. Ucnonp3yit HacCTpOMKU 0€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE OTEPATH CBOU
aKKayHTBI B COLICETSIX U APYTHX MOpTaJIax.
MOXHO
1. YBaxai1 Apyrux mnojab30BaTelici;
2. ITonp3yembess MHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;
3. OTKpBIBal TONBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;
4. O6miatbes 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONMEKYHbl M aJIMUHUCTPALIUS
CalTOB BCETIa IOMOTYT;
5. Tlpo¥inu oOyuenue Ha caifte "CeTeBUUYOK" M TOJYy4YM TACHOPT IM(GPOBOTO
rpaxkanuHal




[Ipunoxenne N 2

NHO®OPMALIMOHHASA TAMATKA
JJIAA PASMEIIIEHUA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXJpIM TOJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCA OOJIBIIIE, a IIKOJIBHUKU OJHU M3 CaMbIX
aKTUBHBIX IoJib30BaTene PyHera. Mexay TeMm, IOMHMO OTPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KoMnbrorepHble BUPYCBI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTIUYUTEIIbHOU
0COOEHHOCTBIO KOTOPOH SBIISICTCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomojHeHune K 3TOMYy,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailibl M JaHHBIE,
MOJKOHTPOJIbHBIE TOJIH30BATEIN0, OT UIMEHU KOTOPOTo OblIa 3aIlyleHa 3apa)KeHHas! IporpaMma,
a TaKXe MOBPEIUTh WIM JIa)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (ailmamu B
1esnoM. B GonbmHCTBE CilyyaeB paclpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTobl 3a1UTHl OT BPEAOHOCHBIX MPOTPaMM:

1. Ucrionb3yit coBpeMEHHBIE ONEPallMOHHBIC CHCTEMBI, IMEIOIINE CEPbE3HbIH YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrosHHO ycTaHaBnMBail mnayTh (UM(QpOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTAQHABJIMBAIOTCS C ILEJIbI0 J0pabOTKM MporpaMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanmoHHoi cucrembl. CkaunBail X TONBKO ¢ ounmanpHoOro caita pazpadorunka OC. Eciu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOTr0 OOHOBJIEHUS, BKJIIOUH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MO/J] PaBaMu M0JIb30BaTElNs, @ HE aAMUHHUCTpATOpa. JTO HE
HO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCSI HA TBOEM NEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3ylh aHTHBMPYCHBIE NpPOTpaMMHBIE HPOAYKTHl H3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb (pu3HYECKHid JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHEIIHME HOCUTENM HH(pOpMaluu, Takue Kak ¢iemika, AUCK Wik dain u3
UHTEpHETA, TOJIKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (hailiibl, MOJYUYEHHbIE U3 HEHAJEKHbIX MCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIaT TBOIM 3HAKOMBIN. JIyyllle yTouHHM y HETO, OTHPABJISUI JIU OH TeOe UX.
Ceru WI-FI

Wi-Fi - 310 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JHIIb Opena, Mapka. Eme B 1991
rofy HujJepiaHjackas KkommnaHusi 3apeructpupoBana Openny "WECA", uto o0003Hauyano
cioBocouetanue "WirelessFidelity", koTopblil mepeBoauTcs Kak "GecrpoBOAHAs TOYHOCTD'.

Jlo Hamero BpeMeHH Jomuia apyras abOpeBHaTypa, KOTopast SBISIETCS TaKO# K€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIICH
3BykoBo# TexHukH Hi-Fi, uto B mepeBosie o3Havaer "BrICOKasi TOUHOCTD'.

Ja, OecrnnaTHbII HMHTEpHET-IOCTYN B Kade, OTeNsIX M adponopTax SBISETCS OTIMYHOM
BO3MOXXHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE AKCIIepTHl CUYMTAOT, YTO 00menocTymabie Wi-
Fi cetu He aBnstoTCs 6€30MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00MIEIOCTYIHBIX ceTsax Wi-fi:

1. He nepenagmaii cBoro nuunyto uHdopmaruio depes odmenocrynasie Wi-Fi cetu. Pabotas B
HUX, J)KEJIaTeJbHO He BBOJIUTH MAPOJIH AOCTYIIA, JIOTHHBI U KaKie-TO HOMEpa;

2. Hcnone3yil M OOHOBISH aHTHUBHpPYCHBIE NporpaMmbl M OpaHamayep. TeM caMbIM Tbl
obe3omacuiib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuto "OOuwmii noctyn k ¢aitnam U npuntepam'.
JanHas QyHKIHS 3aKphITa 110 YMOJYaHUIO, OJTHAKO HEKOTOPHIE IMOJB30BATEIN aKTHBHPYIOT €€
JUIs y1oOCTBa NCOJIB30BAaHUs B paboTe WM yuebe;

4. He ucnons3yit nyosmunbiii WI-FI ayis mepenadum MTUUHBIX JaHHBIX, HAllpUMEp M7 BBIXOJA B
COLMAJIbHBIE CETH WU B 3JICKTPOHHYIO MOUTY;



5. Ucnonw3yii Tonbko 3amuinenHoe coenuHenne yepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B mobunsaOM Tenedone orkimoun Gynkuuio "lloaxmouenne k Wi-Fi aBromatnuecku". He
JIONyCKai aBTOMAaTHYeCKOro MOAKII0YeHus ycTpoiicTBa k cetsm Wi-Fi 6e3 TBoero cormacwusi.
CouunanbHble CETH

ConuanbHble CETM aKTMBHO BXOJST B HAlly XH3Hb, MHOTHE JIIOAU PabOTAlOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIULIHAp] YETIOBEK, UTO SIBJISICTCS OJHOMN
CelIbMOM BCEX KHUTeNeH IIaHeThl. MHOrue MOoJb30BaTeNM HE MOHUMAIOT, YTO HHGOpMAaLUs,
pa3MeIleHHass UMU B COIMANIBHBIX CETAX, MOXKET OBITh HaliJleHa W MCIIOJIb30BaHA KEM YrOJHO, B
TOM YHUCJIE€ HE 0053aTeJIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAIBHBIX CETSIX:

1. Orpannub CIUCOK Jpy3ed. Y TeOsi B APY3bsIX HE JOHKHO OBITh CIIYYaWHBIX M HE3HAKOMBIX
JIIOIEH;

2. 3amumniaii cBOIO YacTHYIO XHU3Hb. He ykaswiBail maposu, TeiaedoHbI, aapeca, AaTy TBOETO
POXICHHSI U JAPYTyIO JTUYHYIO WH(POpPMAIMIO. 3JO0YMBIIUICHHUKH MOTYT HCIIOJIb30BaTh JaXKe
nH(}OPMALIHIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amuiain CBOIO peryTaiuio - JEepKH €€ B YMCTOTE U 3aJaBail cebe BOIMPOC: XOTeN OBl ThI,
4yTOOBI JIpyrHe IOJIb30BATEeIH BHJIENH, YTO Thl 3arpyxkaemis? llogymaii, mpexae 4yeM 4YTO-TO
OonyOJIMKOBATh, HAIIUCATD U 3arPy3UTh;

4. Ecnu THI TOBOpUIIB C JIIOJIBMU, KOTOPBIX HE 3HACIlb, HE MCIOIB3YHl CBOE pealbHOE UMsS U
JIPYTYIO JTHYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIIbCTBA, MECTO y4eObI U IMpoUee;

5. U36eraii pasmemenus gororpaduit B MHTEepHETE, e Thl M300paK€H Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrtpauuu B COIMAIBHON CETH HEOOXOJUMO HCIOJIb30BaTh CIIOXKHBIE IapOIIH,
cocrosume u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. Jas conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAUMO HCIIOJIb30BATh Pa3HbIE MapOJIH.
Torna ecnm Te0s1 B3IIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJTy4aT AOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DIIEKTPOHHBIE ICHbI U

OJEeKTpOHHbIE JEHBIM - 3TO OYeHb YJOOHBIH CMOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTAT MOTYIUTh 3TH JCHBIH.

DONEKTPOHHBIE JEHbIH TOSBIJIUCh COBCEM HEIAaBHO M HMMEHHO H3-3a ATOTO0 BO MHOTHX
rocyapcTBax J10 CUX IOpP HE MIPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIMOHHPYIOT U O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3lIeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIC H HE aHOHWMHBIC. Pa3HHIIa B TOM, YTO aHOHUMHBIC - 3TO T€, B
KOTOPBIX pa3peliaeTcss MNPOBOAUTH oOmNepanuu 0e3 HAeHTU(DUKANUK TOJbh30BaTeNs, a B
HEaHOHUMHBIX UJICHTU(DUKAIMSA TTOJTH30BATENS SBISETCS 00s13aTEIHHOM.

Taxxe crieqyer pa3nuyarh dJIEKTPOHHBIC HATHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U 3JICKTPOHHBIE He(HATHBIC ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbTAMU:

1. IlpuBspku K cyeTy MOOWIBHBIM TeiaepoH. DTO camblii yOOOHBI M OBICTPBIM crocod
BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHBI TenedoH IOMOXKET, eciu 3al0yaenib CBOM
MJIATEKHBINA MapOJIb WU 3aiielIh Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonp3yit onHopa3oBble mapoiu. [locne mepexona Ha yCHIIEHHYIO aBTOPU3ALUIO Tebe yxke
He Oy/IeT yrpoXaTh OMAaCHOCTb Kpa)XH UJTU MepexBaTa IIaTeKHOro MapoJis;

3. BeiOepu cnoxubiii maponb. [IpectymHukam OyaeT HE MPOCTO YragaTh CIOKHBIN Mapob.
Hanexxuble maponu - 3T0 maposid, KOTOpPBIE COepKAaT HE MeHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPOMUCHBIE OYKBBI, MU(GPHI M HECKOJHKO CHMBOJIOB, TaKM€ Kak 3HAK J0JUIapa,
¢yHTa, BOCKIHIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HAa CaliTaX, KOTOPHIM HE JOBEPSEIIIb.

DJIEKTpOHHAA 1MOYTa

DNEeKTpOHHAs TMOYTa - JTO TEXHOJIOTHS W TPEAOCTaBISIEMbIE €l YCIYyTd MO TEPechUIKe U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLIEHHM, KOTOpbIE paclpeensioTcs B KOMIBIOTEPHOH CeTH.
OO06B19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISANUT CIIETYIOIIUM obpa3zom:



UMs_TIONIB30BATEeISI(@UMSL_JoMeHa. Takke KpoMme IMepeadyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTh MepeaaBaTh (paiiibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C AMEKTPOHHOM MOUTOM:

1. Hago BwIOpaTh TNpaBWIbHBIA IOYTOBBIA CEpBUC. B HHTEpHETE €CTh OTPOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyYlIE JTOBEPATH TEM, KOO 3HAELIb U KTO IEPBLIN B
pEUTHHTE;

2. He ykaspiBaii B JMYHONW mouTe JIHuYHYIO uH(popmanmioo. Hampumep, nydiie BbIOpaTh
"My3bIKaJIbHBIN (aHaT@" wim "pok2013" BmMecTo "Temal3";

3. Wcnonb3yil ABYXATalHYIO aBTOPU3ALMI0. JTO KOI/la IOMUMO MapoJis HYKHO BBOJUTH KO[,
npuchUIaeMbii 1o SMS;

4. BoiOepu cl0KHBIN Tapodib. JJis KaXJA0ro MOYTOBOTO SIIMKA JOJIKEH OBITh CBOW HAJCKHBIMH,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Ecim ecTh BO3MOXHOCTH HamMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH OTYy
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhlil U1sl 4aCTHOW MEPENUCKH C aapecaTaMy,
KOTOPBIM ThI JIOBEPSICLIb. DTO AIEKTPOHHBIN aJIPEC HE HA/J0 MCIOJb30BaTh IPU PErUCTPALIMH Ha
dopymax u caiitax;

7. He oTkpseiBaii (paiinel U Apyrue BIOXKEHHUS B MHCbMax, JaXXe €CIU OHU MPUIUIM OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTA JTU OHU TeOe 3TH (paiiisr;

8. Ilocne okoHuaHusi pabOTHI HA MOYTOBOM CEPBUCE IEpe] 3aKPhITHEM BKIAAKU C CaliTOM He
3a0yap HaxaTh Ha "Beriitu".

KuGepOymiuHr nin BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOymnuHr - mpecieoBaHUe COOOMICHUSMHU, COAEPXKAIIMMU OCKOPOJICHHUS, arpeccHuio,
3alyTMBAaHUE; XYIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3TMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiicst B 60#. Jlydmmuii crioco0: mOcoBeTOBaThCS KaK ceOsi BECTH W, €CJIM HET TOTro, K
KOMYy MOXHO OOpaTUThCS, TO BHauaje YCHOKOUThCA. Eciaum Thl HayHelb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO e1ie OOJIbINe pa30XiKellb KOH(IUKT;

2. YopaBnsii cBoei kubeppernyramnmei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIECTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIMTaHCKUI oOpa3 BUpTyaiabHOW >ku3HHU. IHTEpHET (ukcupyer Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JaluTh UX OyIeT KpaifHe 3aTpyIHUTENIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPa30Bble OCKOpPOMUTENbHBIE COOOLICHMS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSIMH, B COLIUAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEJIETICHHBIX apEeCcOB;

8. Ecnu ThI cBuneTens kuOepOymuHra. TBou JeHCTBUA: BBICTYIUTH HPOTHUB NpecieoBaTes,
MO0Ka3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTWBHO, MOJJEpPXaTbh >KEPTBY, KOTOPOM
HYXHa TICUXOJOTHYEeCcKasi MOMOILlb, COOOIIUTH B3pOCIBIM O (haKTe arpeCCUBHOTO MOBEJICHMS B
CeTH.

MoOunpHbIi TenedoH

CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI COIEP)KaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
TENepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApHBIMM KoMIbloTepamu. OpHaKo, CpelacTB
3alUTHI IS TOJIOOHBIX YCTPOMCTB MOKa O4YeHb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEH B
HUX NPOMCXOJUT HE TaK MHTeHCUBHO, Kak ans [IK, To ke camoe kacaercss M MOOMIJIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yKe NPAaKTUYECKU JIOTHAIN HACTOJbHbIE aHAJOTH, OJHAKO
pacmmpenne PyHKITMOHAIa BIIEYET 3a COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIIEHHOCTD.
Jlaneko He Bce NPOM3BOJIUTENU BBIMYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIUE KPUTUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:



Huuero He sBnseTcs mno-HacrosiieMy OecilaTHBIM. byap ocTopoxkeH, Beab Korjga Ttebe
IpeUIaratoT OECIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IUIaTHBIE YCIIYTH;
Hymaii, npexxae yeM otnpaButh SMS, ¢oTo mimm Bugeo. Tl TOUYHO 3HaelUlb, IA€ OHU OyAyT B
KOHEYHOM HUTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI 1151 MOOUJIBHBIX TENIE(OHOB;

He 3arpyxali npuiio)keHHUs OT HEU3BECTHOTO MWCTOYHHKA, BEIb OHU MOIYT COJEpPKaTh
BPEIOHOCHOE ITPOrpaMMHOE 00ecIIeYeHHE;

[Tocne Toro kak ThHI BBIACUIb C caliTa, IJIe BBOJWI JIMYHYIO HH()OpMAIHIO, 32l B HACTPOHKHU
Opaysepa u ynanu cookies;

[Tepuoanuecku mpoBepsii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOrO TeineOoHa TOJBKO JIOASM, KOTOPBIX Thl 3HACHlb M KOMY
JIOBEpsICLIb;

Bluetooth nomxeH ObITh BBIKIIIOYEH, KOrjla Thl MM He Mnousb3yembcss. He 3a0biBail mHOrnma
IIPOBEPSTH 3TO.

Online urpel

CoBpeMeHHbIE OHJIAHH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BIeueHUs, 00BEINHSIONINE
COTHH ThICAY YEJOBEK IO BceMy MHpY. Irpoku uccienyroT JaHHBIA UM MUp, OOLIAIOTCS APYT C
JPYrOM, BBIMOJHSIOT 3aJlaHusl, CPAXKAIOTCSA ¢ MOHCTPAMHU U IOJIY4alOT OIBIT. 3@ yJIOBOJIbCTBUE
OHH IUIATAT: MOKYNAOT IUCK, OIUIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAI0T KAKKE-TO OILIUU.

Bce atu cpenctBa uayT Ha mojajep)KaHUE U Pa3BUTHE UIPHI, a TAKXKE Ha caMy O€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3ALMH, BBITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aILUIATKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nomoOHBIX Urpax CTOUT onacaTrbcs HE CTOJIBKO CBOMX COIEPHHMKOB, CKOJIBKO Kpa)XM TBOETO
1aposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu mpyroit urpok Beaetr celst TUI0XO MM CO3JaeT Tebe HeMpPUSATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aaAMHHHCTpaTOpaM HIPhl Ha IUIOXOE€ IOBEACHHUE 3TOT0 HUIPOKA, >KEJIATEIbHO
IIPWIOKUTH KaKHE-TO JTOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIXOUYaTh aHTUBUpYC. [1oka ThI urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OUIIMHT WK Kpa)ka JTUYHBIX JaHHBIX

OObIYHOM Kpakel JeHer M JIOKyMEHTOB CEeroJiHsl yXe HUKOTO HE YJHMBHILIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKHA MEPEMECTUINCh B HHTEPHET, U IPOJOJIKAIOT
3aHUMAaThCA "MIOOUMBIM" IETIOM.

Tak nosiBuiach HOBasl yrpo3a: HMHTEPHET-MOILLIEHHNYECTBA WM (UIIMHT, TJIaBHas LeJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(UACHIMAIBHBIX JAaHHBIX MOJIb30BaTeNeH - TOrMHOB U maposeil. Ha
aHrnuiickom s3bike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBns, password -
11apoJib).

OcHOBHBIE COBETHI 110 60PHOE ¢ QUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin Tl mojo3peBaelib, 4To TBOSI aHKETa Oblia B3JIOMaHa, TO
HEo0X0IUMO 3a0JIOKHPOBATh €€ U COOOUIUTHh aJAMHHHMCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M MTOUCKOBBIX CUCTEM;
3. Hcnonb3yil ciokHble M pa3Hble Hapoiau. Takum oOpa3om, eciau TeOs B3JIOMAlOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecau TeOsi B3/IOMaiM, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBIICHBI Y T€0SI B IPY3BSAX, O TOM, UTO T€Os B3JIOMAIH M, BO3MOXKHO, OT TBOET0 UMEHU Oy/IeT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HazaexHbIi napois (PIN) Ha MoOuIbHBIN TenedoH;



6. OTKIIIOYM COXpaHEHUe maposis B Opaysepe;

7. He oTkpwiBaii (aiiel U Ipyryue BIOKEHHS B MUCHhMax, JaKE€ €CIW OHHM TPHIILIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (Daiiibl.

[{udposas penyranus

[udposast pemyramust - 3TO HEraTHBHAs WM TO3UTHUBHAs HMHQpOpManus B ceTH O Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHON ku3HU. "Lludposas pernyranus” - 370 TBOW WUMUIK, KOTOPBIHA
dbopmupyeTcs u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTO >KHUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckaszbl 0 OJU3KHUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYOJWKAlMM JUYHOW HH(pOpMAIMU B
WuTepHere, He MOHUMAs BO3MOKHBIX MOCIEACTBHM. Thl laxke HE CMOXKEIIb J0ralaTbCsi O TOM,
4To (poTorpadus, pazmenieHHas S5 JeT Ha3ald, cTajla IPUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.
KommenTapuu, pazMenienre TBoux gororpaduil u 1pyrue ASMCTBUS MOTYT HE UCUYE3HYTh JaxKe
[OCJIE€ TOTO, KaK Thl X YAAJIHUIIb. Thl HE 3HACIIb, KTO COXPAHWUI 3Ty MHPOPMALUIO, ToNana JIu
OHa B TOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JM OHA, a TIJaBHOE: YTO MOAYMAlT O Tebe
OKpY’KalolIue JIOAH, KOTOPbIE HAMIyT W yBUAAT 3T0. HaliTh mHpOpMaIuio MHOTO JeT crycTs
CMOJKET JII00OH - Kak U3 J0OpBhIX MOOYKIEHHH, TaK U C HAMEPEHHEM MPUYUHUTH Bpea. DTO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTaIum:

1. [Momymaii, mpesk/ie 4eM 4TO-TO MyOJUKOBATh U MepeaBarh y ceOsi B 0JIoTe WK B COIUATIBHON
ceTH;

2. B mactpoiikax mpo¢wuis YCTaHOBH OTPAHWYCHHUS HA IMPOCMOTP TBOETO Npoduis u ero
COJIEPKUMOTO, C/IeIald €ro TOJIbKO "1 Apy3ei';

3. He pa3memiaii 1 He yka3biBail MH(POpPMAIUIO, KOTOpPas MOXKET KOTO-JTH00 OCKOPOJIATh WU
00MXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE NIKOJBHUKH - aKTUBHBIE MOJb30BaTenu udpoBoro mpocrpancTBa. OIHAKO
JIAJIEeKO HE BCE 3HAIOT, YTO ITOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH IU(GPOBOro Mupa Tpedyer
cOOJIIO/IEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "WHTeNUIEKTyajgbHasi COOCTBEHHOCTh' OTHOCHUTCS K  pa3jIUYHBIM  TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pEeTeHUH U 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyrd, W 3aKaHyuBas KHUramu, QororpagusmMu, KUHOQWIBMAMHU U
MY3bIKaJIbHBIMU IPOU3BEICHUSAMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/ICHUS HAYKH,
JUTEPAaTyppl U MCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadeCTBE TIapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3yibTaTaxX CBOErO TpyJa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €r0 IPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCIIOJIHSAT, IOKA3bIBATH/UCIIONIHATD B 3Qupe WiK pazMeniatsh B IHTepHeTe.

Hcnonb3oBanue "mMUpaTCKOro" MNpPOrpaMMHOIO OOECHeYeHHs] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJe
yCTaHOBJIEHA HeJleraybHas mporpaMma. He cTOUT Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JeTaJIbHBIE
u OecIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraine

CeteBU4OK.p( - TBOM TJIABHBIM COBETYMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh O O€30MaCHOCTH B
CETH IOHATHBIM M JIOCTYIHBIM $3BIKOM, a IPH BO3HUKHOBEHMM KpPUTHUYECKOW CHUTYyal[uu
0o0paTUThCS 32 COBETOM. A TakKe MPUHATH y4acTHe B KOHKypcax M CTaThb CaMbIM IU(POBBIM
rpakJIaHUHOM!



[Ipunoxenne N 3
MMAMSATKA J1JIs1 POOIUTEJIEN
Ob TH®OPMAIIMOHHOM BE3OINACHOCTH JIETEA

Omnpenenenne TepMuHa "uHGOPMaIMOHHAST 0€30MaCHOCTh AeTei" conepkutTcs B DenepaibHOM
3akoHe N 436-®3 "O 3amurte nereld oT MHGOPMALUM, MPUYUHSIONICH BpEea MX 30POBBIO U
Pa3BUTHIO", PETYIMPYIOLUIMM OTHOILICHHS, CBSA3aHHBIE C 3alIUTON AeTedl oT uHbOpMAaIyH,
OPUYMHAIOIEH Bped MX 3700poBbl0 U (M) pa3Butuio. CorlacHO [JaHHOMY 3aKOHY
"uHpOpMaLMOHHAs OE30MaCHOCTh JEeTei" - 3TO COCTOSIHME 3alIUIIEHHOCTH, NPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIH C NpUYMHEHHEM HHQopManueil Bpea MX 3A0POBBIO U (WIM)
du3nvecKkoMy, ICUXUYECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa N 436-O3 unbopmaruel, NpUUUHSIONICH Bpej 3J10POBBIO U
(um) pa3BUTHIO JIE€TEH, SBIIAETCS:

1. napopmanus, 3anpereHHas 1 pacCpoCTpaHEeHUs Cpein AeTel;

2. wuHOpMaIUsA, pacIpOCTpAaHEHHE KOTOPOW OrpaHUYEHO CpeAu JAeTed OmNpeaeTeHHbBIX
BO3PACTHBIX KaTEropui.

3. K uadopmarnum, 3arpenieHHoi Ui paciipoCTpaHeHHUS CPEIH JeTel, OTHOCHUTCS:

4. uapopmanus, nodyxaaromas 1eTe K COBEpIIEHUIO JeHCTBUM, MPEACTABIAIOUINX YIPO3y MX
YKU3HU U (UJIM) 310pOBBIO, B T.4. IPUUUHEHHIO BPEa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. CHOCOOHOCTh BBI3BATH y JeTeH KelaHUe YHOTPeOMTh HApKOTHYECKUE CpE/ICTBa,
NICUXOTPOINHBIE W (WJIM) OXypMAaHMBAIOUIME BEIIECTBA, TAaO0AYHBIE W3IENUS, AIKOTOIBHYIO U
CHHUPTOCOJIEPIKAILYIO IPOAYKIIHIO, TMBO U HAIIUTKHU, U3rOTABIMBAEMbIC HA €r0 OCHOBE; IIPUHSATh
ydacTHe B  a3apTHBIX HWrpax, 3aHUMAaTbCS NPOCTUTYLHUEH, OpOMSDKHUYECTBOM — WIIH
HONPOUIAHHUYECTBOM;

6. 000CHOBBIBAIOLIAs] WJIM ONPAB/bIBAIOIIAsl JOIYCTUMOCTh HACUIIUS U (UJIM) KECTOKOCTHU JINOO
noOyxaaronasi OCYIIECTBIATh HACUIbCTBEHHBbIE JEHCTBHMSI 10 OTHOIIEHHIO K JIIOASIM U
KHUBOTHBIM;

7. oTpuuaroIias ceMeiHble LIEHHOCTH U (OPMUPYIOILAs HEYBa)KEHUE K POAUTEISIM U (WIH)
JPYTUM YIEHAM CEMbH;

8. onpaB/bIBaIOIIasl IPOTHUBOIIPABHOE MTOBE/ICHUE;

9. coneprkaiiasi HELIEH3YpPHYIO OpaHb;

10. coneprxkarast HHGOPMALMIO MOPHOTpahUUECKOro XapaKkTepa.

K nndopmanuu, pacrpocTpaHeHre KOTOPO OTpaHUYEHO CPeAU JETe Onpe1eIeHHOIO BO3pacTa,
OTHOCHUTCS:

1. wuHdopmauus, mnpexacraBisiemMas B BHUIE H300paXeHHs WJIM OMNHMCAHUSA >KECTOKOCTH,
¢bu3nueckoro v (WIn) MCUXUYECKOTO HACHIIUS, MPECTYIUICHHUSI UM MHOTO aHTHOOIIECTBEHHOTO
JIEUCTBUS,

2. BBI3BIBAIOLIAs y TN CTpax, y>Kac WIM MaHUKY, B T.4. IPEJCTaBiIseMas B BUJe U300paxeHus
WIM OINHMCAHUS B YHIDKAIOIIEH YEJIOBEYECKOE JIOCTOMHCTBO (pOopME€ HEHACHIILCTBEHHOH CMepTH,
3a0o0JeBaHMs, CaMOyOMIICTBa, HECUaCTHOrO ciydyas, aBapud WIM KaTtacTpodsl U (MIM) HX
MOCJIEICTBHM;

3. mpencraBisieMas B BUAE M300paKEHUS WIM ONKMCAHUS IOJOBBIX OTHOUIEHUH MEXITY
MYXYUHOH U KEHIIUHOM;

4. conepxarast OpaHHbIE CJIOBa U BBIPAXKEHUS, HE OTHOCAIIMECS K HELIeH3YpHOU OpaHH.

C yueroMm storo Bam mnpesaratorcs mpaBuia paOoTel B ceTu VIHTepHET uisl pa3iMyHBIX
BO3PACTHBIX KaTE€ropHid, COOJIIOJIEHHE KOTOPBIX IO3BOJIUT OOECNeYuTh HH(GOPMAIIMOHHYIO
0€e30MacHOCTh BaIllUX JIETEMH.

O6ume mpaBuia Ui poauTenen

1. He3aBucumo oT Bo3pacta peGeHKa HCHOJb3yiTe mporpaMMHoOe oOecredeHre, IoMOrarolee
¢GWIbTPOBaTh U KOHTPOJIUPOBATH HH(OPMAIINIO, HO HE MOJIaraiTech MOJHOCTHIO Ha Hero. Barne
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3alIUTHI.

2. Ecin Bam pebGeHOK mMeeT akkayHT Ha OJHOM M3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMAaTEIbHO U3YUHUTE, KaKyI0 HH(OPMALIMIO TTOMEUIAIOT €ro
YYaCTHHUKH B CBOMX NMPODWISIX U Oiiorax, BKItovas pororpaduu u BUJIEO.



3. IlpoBepbTe, ¢ KaKUMHU JPYTMMHU CalTaMH CBS3aH COLMAJIbHBIA cepBUC Bamero peOenka.
Crpannuku Bamero peOeHka MOryT ObITh 0€30IaCHBIMH, HO MOTYT U COJAEpXKAaThb CCBUIKM Ha
HE)KEJIaTeJIbHbIE M OIlacHble CalThl (HampuUMep, MOPHOCAWT, WM CaillT, Ha KOTOPOM Jpyr
YIIOMHHAET HOMEp cOoToBOro TenedoHa Bamero pedbenka win Bam nomamnuii agpec)

4. Tloompsiite Bammux pereii coobmars 000 BCEM CTpPaHHOM WM OTTAJIKHBAIOIIEM M HE
CJIIMLIKOM OCTPO pearupyiiTe, Korja OHM 3TO JENaroT (M3-3a ONAceHHsl MOTEpsTh JOCTYI K
WHTepHeTy AeTH HE TOBOPAT POAMUTENSAM O MpoliieMax, a TakKe MOTYT HadaTh HCIOJIBb30BATh
HHTepHeT BHE 10Ma U ILIKOJIBI).

5. bynbte B Kypce ceTeBoil )xu3Hu Bamero pedenka. MHrepecyiitecs, KTo UX 1py3bs B IHTepHET
TakK ke, KaK HHTEPECYETECh PEAIbHBIMU APY3bsIMH.

Bospact ot 7 1o 8 ner

B WutepHere peGeHOK cTapaeTcs IMOCETUTh T€ WM HHBIE CaiThl, a BO3MOXKHO W 4arThl,
pa3pelleHue Ha IMOCELIEHUE KOTOPBIX OH HE HOoJy4yus Obl oT poauteneil. [loatomy poagurensim
0COOEHHO TIOJIE3HBI OyAyT T€ OT4YeThl, KOTOpbIE IPEJOCTaBIAIOTCA MpOorpaMMaMu IO
OrpaHMuYEHUIO Hucnojib3oBaHus HWHTepHera, T.e. Poaurenbckuil KOHTpOJb WJIM TO, YTO BbI
CMOXe€eTe YBUJETh BO BpeMEHHbIX (ailiax. B pesynbrate, y peGeHka He OyAeT OLIyIIeHus, 4To 3a
HUM BEJAETCS INOCTOSHHBbIA KOHTPOJIb, OJHAKO, POAMTENN OyayT MO-NPEXKHEMY 3HATh, Kakue
caifTel mocemnaer ux pedeHok. /et B JaHHOM Bo3pacTe 00J1aal0T CUJIBHBIM YyBCTBOM CEMbH,
OHM JIOBEPUMBHI U HE COMHEBAIOTCSA B aBTOpuTeTax. OHU JIOOSAT UIrpaTh B CETEBBIE UIPHI U
IyTelecTBOBaTh N0 VIHTepHETY, NCHOb3Yys IEKTPOHHYIO MOUTY, 3aXOAUTh Ha CalWThl U YaThl,
HE PEKOMEHI0OBAHHBIE POJIUTEISIMH.

Cosgertsl 110 Oe3omacHocTy B ceTd MHTepHeT Juist neteit 7 - 8 net

1. CoznaiiTe CIMCOK JOMAIIHUX MPaBHII MoceeHus: VIHTepHeTa mpy y4acTHH JIeTei U TpeOyiTe
€ro BBIIIOJIHEHUS.

2. Tpebyiite ot Bamiero pederka coOaroieHNsI BpeMEHHBIX HOPM HAaXO0XKIEHUS 32 KOMITBIOTEPOM.
[Tokaxkute peOeHky, uro Brl Habmogaere 3a HUM He OTOMY yTo BaMm 3To Xodercs, a moTomy
yT0 BbI OecriokonTech 0 ero 6€30MacCHOCTH U BCETa TOTOBBI EMY IIOMOYb.

3. Komnbrotep ¢ noakiroueHueM k MHTepHeTy HoJDKeH HaxoquTbcs B OOLIEH KOMHaTe Moj
IIPUCMOTPOM POJIUTEIEH.

4. Vcnionp3yliTe CieMAIbHbIE JETCKUE TTONCKOBBIE MAILIMHBI.

5. HUcnonw3yiiTe cpencrtBa OJOKMpPOBaHUS HEXKENATETLHOTO KOHTEHTAa Kak JIOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. Co3naiiTe ceMeMHbIN AIIEKTPOHHBIN SIIMK, YTOObI HE MO3BOJUTH ACTSIM UMETh COOCTBEHHBIE
azapeca.

7. bnoxkupyiiTe AOCTYyHn K caliTamM ¢ O€CIUIaTHBIMA TIOYTOBBIMH SIIIUKAMU C TTOMOIIBIO
COOTBETCTBYIOLIETO MPOrPaMMHOI0 00eCTIeYeHHU .

8. Ilpuyuute nereil coBetoBathes ¢ Bamu mepen onyOiauMKoBaHHMEM KakoW-TnOO MHGpOpMau
CpeACTBaMU 3JIEKTPOHHOH MOYTHI, YaTOB, PETMCTPALMOHHBIX GOPM U TIpoduiei.

9. Hayuute neteil He 3arpyxarthb (aiisibl, TporpaMMbl UJIM MY3bIKY O€3 BaIlIero COracHsl.

10. He paspemaiite geTsM UCIOJIB30BaTh CIYXKObl MTHOBEHHOT'O 0OMEHA COOOIICHUIMHU.

11. B "Genbril" cnmcok calTOB, pa3pelieHHBIX Ul MOCEIIEHMs, BHOCHUTE TOJIBKO CaWThl C
XOPOLLEH peryTaiuei.

12. He 3a0b1BaiiTe 6ecenoBath ¢ 1eThMu 00 UX ApPy3bsix B MHTepHETE, Kak eciu Obl peyb muia o
JIpY3bsX B PEAJIbHOU KU3HU.

13. He nenaiite "taby" U3 BONPOCOB MOJOBOW KHU3HU, TaK Kak B MIHTepHEeTe €T MOTyYT JIETKO
HATKHYTHCS HAa TOPHOTpa(UIO WK CaliThl "ass B3pOCibIX".

14. Ilpuyunte Bamero pebeHka coobmars BaM 0 JIFOOBIX yIrpo3ax WM TPEBOTax, CBSI3aHHBIX C
WutepHerom. OcTaBaiiTech CIIOKOMHBIMM U HAllOMHHUTE JIETSM, YTO OHM B 0€30IacCHOCTH, €CIU
caMH paccKaszajid BaM O CBOMX TpeBorax. [loxBanmuTe MX M MOCOBETYWTE MOJOMTH emie pa3 B
HNOJOOHBIX CITydasix.

Bospacr gereit ot 9 no 12 ner

B nmanHOoM BO3pacTe JeTH, Kak MpaBWIIO, YyXKe HacHbIIIaHbl O TOM, Kakas HHGOpMaIus
cymecTtByeT B MHTepHere. CoBeplIEeHHO HOPMAJIbHO, YTO OHHM XOTAT 3TO YBHJIETh, MPOYECTH,
ycaplmate. [Ipy 3TOM HY’KHO NOMHHTB, YTO JOCTYI K HEXKENIATEIbHBIM MaTepHallaM MO>KHO
JIETKO 3a0JIOKMPOBATh NMPH MOMOILU CPEeACTB POIUTENHCKOTO KOHTPOJIS.



Cogetsl 1o O0e3omacHOCTH A7 ieTeid ot 9 1o 12 et

1. Co3maiiTe CIUCOK JOMAITHUX TPABWII MOCEeeHUsT MHTEepHeT Npu ydacTuu neTel u TpelyiTe
€r0 BBIIOJIHEHMUS.

2. Tpebyiite oT Barmero pebenka coOoIeHUss HOPM HaXO0XIACHHUS 32 KOMITBIOTEPOM.

3. HaGOmronmaiite 3a pebeHkoM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKHTE €My, 4YTO BbI
0ecrIoKOUTECh 0 €ro OE30IaCHOCTH U BCETa FOTOBBI 0Ka3aTh €My IIOMOLUIb.

4. KommproTep ¢ NOAKIIOUEHHEM B VIHTEpHET NOKEH HaXOAUThCS B OOIIEH KOMHATE IOJ
IIPUCMOTPOM POAMUTEIECH.

5. Ucnonw3yiiTe cpenctBa OJNOKUPOBAHUS HEXKENIATEIBHOIO KOHTEHTAa KAk JOMOJHEHHE K
CTaHJapTHOMY PoauTesbckoMy KOHTPOIIIO.

6. He 3a0pIBaiiTe mpuHUMAaTh HEMOCPEIACTBEHHOE y4acTHUE B KH3HU peOeHKa, OeceoBaTh C
JeTbMU 00 UX JIpy3bsx B VIHTepHeTe.

7. HacrauBaiite, 4TOOBI J€TH HHUKOT/Ia HE COTJALIAIUCH HA JIMYHBIE BCTPEYU C JIPY3bSIMHU TI0
Nutepnery.

8. Tlo3BonsiiTe OETSAM 3aXOAMTH TOJBKO Ha caiiThl M3 "Oemoro" crmucka, KOTOpbIM co3naiite
BMECTE C HUMH.

9. IlpuyunTe neTeil HUKOrIAa HE BBIAABATH JIMUHYI0 MH(OPMAIMIO CPEACTBAMH JIIEKTPOHHOMN
HOYTHI, YaTOB, CUCTEM MTHOBEHHOTO0 OOMEHa COOOIICHUSMH, PETUCTPALIMOHHBIX (OPM, JIMYHBIX
npoduieil u npu perucTpauuu Ha KOHKypcsl B HTepHeTe.

10. [Ipuyunte nerei He 3arpy:xartb nporpaMmsl 6e3 Bamero paspemenus. OObsiCHUTE UM, YTO
OHM MOTYT CJIy4yailHO 3arpy3uTb BUPYChl WJIH JPYroe HEeXellaTelbHOe IPOrpaMMHOE
obecrnieueHue.

11. Co3paiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3allUCh AJis paOOThl HA KOMITbIOTEPE.
12. [Ipuyunte Baimero pebeHka coobmarh BaM 0 JIHOOBIX yrpo3ax WM TPEBOIax, CBA3AHHBIX C
Wutepuerom. HamomHuTE 1€TSIM, 9TO OHU B O€30MIACHOCTH, €CIIM CAMHU PACCKa3ajid BaM O CBOMX
TpEeBOTrax U OIACEHUSX.

13. Pacckaxkure aetsm o nopHorpaduu B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, 4TOOBI JIETH IIPEJOCTABIIAIN BaM JIOCTYII K CBOEH 3JIEKTPOHHOM mouTe,
YTOOBI BBl YOCIMIINCH, YTO OHU HE OOLIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE AETSAM, YTO HENb3sl UCHOJIb30BATh CETh Ul XYJIUTAHCTBA, PACHpPOCTPaHEHUs
CIUIETEH WJIH yTpo3.

Bospacr gereit ot 13 no 17 ner

B osrom BoO3pacTe NHOAPOCTKM AKTUBHO MCHOJB3YIOT IOWCKOBBIE MAIIUHBI, MOJIB3YIOTCS
AJIEKTPOHHOM IMOYTOH, CIy’>kOaMH MTHOBEHHOTO OOMEHa COOOIIEHUSMH, CKAuUBAIOT MY3BIKY U
¢uibMbl. ManpuyrikaM B 3TOM Bo3pacTe OoJbllie IO HpaBy CMETaThb BCE OrPAaHUYEHHUS, OHU
KaKIYT TpyOOro roMopa, a3apTHBIX Mrp, KAPTHMHOK "mis B3pocibiX'. J[eBOUKM MPEANOYUTaroT
o0miatbcst B 4YaTax, MPU B3TOM OHU Tropazlo 0ojiee YYBCTBUTEIbHBI K CEKCYaJIbHBIM
JoMorarenscTBam B MIHTepHeTe.

3ayacTyro B JIJAaHHOM BO3pacTe POJUTENISAM YK€ BECbMa CII0)KHO KOHTPOJIMPOBAaTh CBOUX JETEH,
Tak Kak 00 MIHTepHeTe OHU y)Ke 3HaI0T 3HAUYUTENbHO OoJiblle cBOoMX ponuteneil. Tem He MeHee,
He ornyckaiite nereii B '"cBoOogHoe maBaHue" mno HMurepHery. CrapaiiTech aKTUBHO
y4acTBOBaTh B 001IeHNH pebeHka B VIHTepHeTe.

Baxno mno-npexxHemy cTporo cobionate mnpaBuiia VMHTepHET-0€30MacHOCTH - COTJIalleHue
MEXIy pOAMTENsIMA U JeTbMU. Kpome Toro, HeoOXOAMMO Kak MOXKHO 4Halle MpOoCMaTpUBaTh
OTueThl 0 AesTenbHoCcTH Aetel B HTepHere. Creqyer oOpaTuTh BHUMaHUE Ha HEOOXOIUMOCTD
COJIEp/KaHUsl POAMTEIBCKUX Mapojeil (maposned aJAMMHHUCTPAaTOpOB) B CTPOIOM CEKpPETe U
0o0paTUTh BHUMaHKE HA CTPOTOCTh ITUX MapOsei.

Cogertsl 110 0€30MacHOCTH B 3TOM Bo3pacTe oT 13 n1o 17 ner

1. Co3paiiTe CMCOK JOMAIIHMX IpaBUJl NOCEIIeHHs MHTepHeTa npu y4acTUM MOAPOCTKOB H
TpeOyiiTe Oe3yCIOBHOrO €ro BhIMOJHEHHsS. OOroBopure ¢ peOEHKOM CIHUCOK 3alperieHHbIX
caiitoB ("uepHbIi cmucok"), 4yacel paboTel B MHTEepHETE, PYKOBOJACTBO MO OOIICHHUIO B
WutepHere (B TOM YHCIIE B YaTax).

2. KoMnblorep ¢ noakioueHueM K ceti IHTepHeT o KeH HaXOIUThCS B 00IIei KOMHATE.

3. He 3a0sbiBaiiTe GecenoBath ¢ AeTbMU 00 UX JIpy3bsix B MHTepHeTe, O TOM, YeM OHH 3aHSTHI
TakuM 00pa3zoMm, OyITO peub WIET O JAPY3bsAX B peasbHOM ku3HH. CrpammBaiiTe o JIOIAX, C



KOTOPBIMH JIETU OOINAIOTCS MOCPEICTBOM CITYKO MTHOBEHHOTO OOMEHa COOOIICHUSMH, YTOOBI
yOeaUTHCS, YTO 3THU JIIOIU UM 3HAKOMBI.

4. Hcnonb3yiiTe cpeacTBa OJOKMPOBAHUS HEXKENATEIbHOIO KOHTEHTAa KakK JIOTOJHEHHE K
CTaHJAapTHOMY PoauTesbckoMy KOHTPOJIIO.

5. Heobxonumo 3HaTh, KAaKUMHU 4YaTaMH NoJib3ytoTcs Bamm neru. Iloowpsiite ncnonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTaWBaiTe, YTOObI I€TH HE OOLIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI JIeTH HUKOTJa HE BCTPEUAIHUCH JMYHO C JPY3bSIMHU U3 CETH
Nurtepner.

7. llpuyunTte AeTeil He BbIIABAaTh CBOIO JINYHYIO HH(POPMALIUIO CPEACTBAMH JIEKTPOHHOM MOYTHI,
YaToOB, CUCTEM MIHOBEHHOr0 OOMEHa COOOLICHUSMH, PETUCTPALMOHHBIX (OpPM, JHYHBIX
npoduiieit 1 Ipy PerucTpaluy Ha KOHKYPCH B MIHTEpHeTe.

8. Ilpuyunte nereil He 3arpyxaTh nporpamMmbl 0e3 Bamrero paspemenusi. OObICHUTE UM, UYTO
OHM MOIYT CIIy4aliHO 3arpy3uTb BHUPYChl WJIM JPYroe HEXEJIAaTelIbHOEe IIPOrpPaAMMHOE
obecrnieueHue.

9. llpuyunte Bamero pebenka cooOmars BaM O JIOOBIX Yrpo3ax WM TPEBOTax, CBA3AHHBIX C
HNutepnerom. HanoMHuTe neTsM, 4TO OHU B O€30IaCHOCTH, €CIIM CaMHU PacCKa3alld BaM, O CBOMX
yrpo3ax wiu TpeBorax. [loxBanuTe ux ¥ MOCOBETYITE MOAONUTH €I1le pa3 B OJOOHBIX CIydasiX.
10. Pacckaxure nersm o mnopHorpadguu B MuTepHere. IlomMorute MM 3alUTUTBCS OT cHama.
Hayuute nmoapocTkoB He BblAaBaTh B VIHTepHETE CBOEro pPeaJIbHOrO JIEKTPOHHOIO ajapeca, He
0TBEYATh Ha HEXeJaTeIbHbIE MMChMa U UCIOJIb30BaTh ClIEUAIbHbIEC IOYTOBbIE (DUIIBTPHI.

11. IlpuyunTe ceOsi 3HAKOMUTBHCSA € caliTaMU, KOTOPbIE IOCEUIAIOT MOJPOCTKH.

12. Hayuute nereil yBakaThb APYIMX B MHTEpHETE. YO€AUTECh, YTO OHHU 3HAIOT O TOM, 4YTO
IIpaBUJjIa XOPOILIEro MOBEICHUS JEHCTBYIOT BE3E - 1aXKe B BUPTYAIbBHOM MHUpE.

13. OObsAcHUTE AETAM, YTO HM B KOEM CiIydae HeJb3s HMCIoJb30BaTh CeTh JUIsl XYJIUIaHCTBA,
pacpOCTPaHEHHUs CIUIETEH WU YIPO3 IPYTUM JIOISM.

14. O6cyaure ¢ MOAPOCTKAMHU MPOOJIEMBI CETEBBIX a3apPTHBIX UIP M UX BO3MOKHBIH DHUCK.
HanomMHuuTe, 4TO 16T HE MOTYT UTPaTh B 9TU UIPHI COIVIACHO 3aKOHY.

[TocTosiHHO KOHTpONIMpYHTE Ucnonb3oBaHue MHTepHera Bammm pebenkom! 310 He HapylieHue
€ro JIMYHOI'O IPOCTPAHCTBA, a Mepa NPEJOCTOPOKHOCTU M IIpOsiBICHUE Bamiel poauTenbckon
OTBETCTBEHHOCTHU U 3a00THI.



